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Study on the Policy Measures to Prevent
Various Types of Phone Phishing

Jeong, Soon-Chae *

Recently an increasing number of the Internet phishing has been reported in
Korea. Careless people wusually fall victims to such unprecedented
communication crimes. The criminals, stationed in foreign countries like China
and Taiwan, call any customer at random by disguising themselves as
employees of a bank, post office or even prosecutor's office, and demand
financial information including bank account numbers or credit card numbers.
Some of them urge the victim to remit a certain amount of money to a
designated account for the payment of ransom or medical charges of victim's
children allegedly in trouble.

It is a kind of international scam activities by using telephones and CD/ATMs.
As soon as such voice phishing is recognized, the victim may demand
provisional refund only if the cheated money is not withdrawn by the criminals,
which requires the confiscation warrant. Otherwise, the victime has to file a
suit to claw back the cheated money as unjust enrichment. But such judiciary
recovery is hard to get, because complicated proceedings and relatively small
amount of money prevent ordinary people from being involved in litigation.
With the help from financial institutions and the mass media, the government
has staged a combat against telephone financial fraud, but the vice has not
been rooted out.

This paper examines various types and techniques of voice phishing, and

studies how to prevent such telephone financial fraud with a suggestion of

* Cyber-crime Investigation Team Leader, Seoul Metropolitan Police Agency Dongdaemun Police
Station, Graduate student at the Graduate School of International Legal Affairs, Kyung Hee
University.



systemic policy measures as follows:

First of all, the government should strengthen punishment against transfer
and acquisition of such access media as used for crimes. Also, technical
measures are necessary to control manipulation of the transmitting bank
account numbers. A warning message upon the receipt of suspicious
international call should be applied to mobile phones.

In this regard, the "Special Act for the Refund of Damage from Fraudulent
Financial Wire Transactions" and the comprehensive "Data Protection Act", both
pending in the National Assembly, should be legislated as soon as possible.
Even before the implementation of these laws, the authorities concerned should
actively make the "One-Stop Remedy Program" to the victims of telephone
financial fraud, by which such victims may recover the cheated money not yet
withdrawn by the criminals with the legal assistance from the Korea Legal Aid
Corporation.

For the prevention of trust-based crimes via telephone, concerted efforts by
such relevant authorities as the police, public prosecutors, the financial
regulators are in great need for the time being. In view of the international
criminal activities involved in the telephone financial scam, cross-border
collaborative investigation should be carried out, but only a few successful
results have been reported.

Above all, it is the best policy for everyone to be cautious of the suspicious
phone calls which happen to be voice phishing. And it is also advisable for
television and newpapers to alert ordinary citizens to such ever-evolutionary

phishing skills.

FAlo] : AekasA], w4, MH2A YEYT, A], HEe] do], fdgEE

o) Sl L
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voice phishing, phishing, organized crime network, fraud,
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